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5. Information Transfer

This chapter includes network communication standards and guidance for terrestrial wide area
networks, wired and wireless local area networks, satellite communication networks, and
internetworking protocols to link these together into a single integrated network. The relationship
of this chapter with the ITSG is shown in Figure 5-1.
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Figure 5-1. ITSG Document Map Highlighting Chapter 5, Information Transfer

5.1 Overview

Information Transfer encompasses the first four layers of the seven-layer International Standards
Organization/Open Systems Interconnect (ISO/OSI) model: physical, data link, network and
transport.3 The proper selection of interface standards and protocols specified in this chapter will
promote an interoperable and scaleable communications infrastructure for DON systems installed
in each operationa environment.4

The Navy and Marine Corps rely on voice, data, facsimile, video, and imagery at ever-increasing
rates. The underlying infrastructure must be capable of supporting multimedia, offer avariety of
quality-of-service options (to meet application bandwidth, delay and priority constraints), be
scaleable in both size complexity and available bandwidth, and assure interoperability among
other DOD and commercial information systems. The need for the user to interact with
information and systems outside of their immediate surroundings is expanding — architectures
must be global for

3 In the Internet Protocol (IP) model, the Network and Transport layers are combined. Also, detailed
descriptions of the physical cable plant are provided in Chapter 4.

4 Operational environments are described in Section 2.6
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our geographically dispersed and mobile commands but retain alocal “look and feel” for
operation.

Our information services can best be provided by a network-centric approach in which services
and applications are built onto a robust, scaleable and survivable network infrastructure. This
network infrastructure must provide an adaptable foundation for advances such as multicast (in
which information is broadcast to either a small or wide range of usersin an efficient manner),
real-time systems (which have strict time-sensitive and priority requirements) and other fleet
priority systems.

5.1.1 Operational Environment Considerations

The standards described here are for the most part generic to any DON environment. However,
platform-specific issues are addressed where appropriate.

5.1.1.1 Shipboard

Shipboard networks, including those on submarines, require specia consideration. Their
operational requirements are extraordinarily demanding, their off-board bandwidth environment
is constrained, and their facility and support requirements are unique. To satisfactorily address
these challenges, commanders must base their implementations upon the specific guidance for
networks aboard new construction and in-service ships in this document. These standards must
address all mission critical systems requirements and include both hardware and software
functions as part of the initial design and installation of a shipboard network. In addition,
interfaces between real-time systems (e.g., fire control, weapons control systems) and non-real-
time systems must strive to achieve interoperability.

5.1.1.2 Shore

Shore-based networks, especially thosein R&D activities and system command centers, offer
additional flexibility to take greater risks and to drive the design of deployable systems. These
environments are needed to push the emerging technologies.

5.1.1.3 Ground

Current standards for deployed ground forces consist mainly of point-to-point Radio Frequency
(RF) links. Thiswill change as RF-based networks are developed. Until such time, however,
networking guidance for ground forcesis limited to that provided for small installations.

5.1.1.4 Aircraft

Aircraft represent a unique environment in that their internal networks are small. The information
transfer standards, however, remain the same. As with deployed ground forces, future RF-based
networks will be important in fulfilling the aircraft mission.

5.1.1.5 Spacecraft

The satellite environment is undergoing a major change. Historically, satellite links are described
as “bent pipes’ in which information is uplinked to a particular spacecraft and simply repeated or
retransmitted downward. Systems currently being designed will behave as true networks in which
the original data will be routed along a dynamically changing subset of satellitesin the
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“congtellation” before being relayed back to earth. Access to these satellite networks will be
through proprietary ground terminals via standard interfaces.

5.1.1.6 Individual Mobile Users

Transportable and mobile users are considered in this document although applicable standards are
dtill evolving. A distinction is made between users who transport their nodes from one place to
another without maintaining connectivity and those who do maintain connectivity. In either case,
it is desirous to have users “take their environment with them”.

5.1.2 Adopted Network Definition
The “area network” conventions adopted by the ITSG are shown in Figure 5-2.

Local Area Network (LAN). LANs usethe IEEE 802, ANSI, and ATM standards — the
signalstravel over optical fiber cable or copper wire and all network components are under
the ownership and control of the network manager. They include wireless LANs that are
generally designed to support untethered network-to-end-user connections. The control
definition applies here. Extended L ANs include base and campus networks

Wide Area Network (WAN). WANSs are divided into two parts. The first is defined as trunk
technology and switching (Telephony DS-n/T-n and Synchronous Optical Network
(SONET) OC-n transport, and ATM and Frame Relay switching). For this part, the
economic definition applies —the LAN provider will generally purchase these services rather
than invest in wide-area equipment and cable. The second addresses what the telephone
industry refersto asthe “local loop”, meaning the reach from the central office to the
business or residence. In many cases, the customer may actually own such assets. (See Table
5-1for anillustration of DS, T and OC link designations).

Metropolitan Area Network (MAN). MANS cover that ambiguous overlap where
relatively wide area networks can take on the characteristics of aLAN or aWAN. MANs
either use LAN technology extended over a“larger” regional area or use WAN technology —
point-to-point links that connect a relatively high concentration of LANSs together, within a
“smaller” regional area.

Radio Communications to Dispersed For ces include Satellite Communications

(SATCOM) and Line-of-Site (LOS) radio links to support trunk (router-to-router or switch-
to-switch) connections to underway or deployed forces.
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Figure 5-2. Adopted Architecture Model for LANs, MANs, WANSs, and Radio Communication to
Dispersed Forces

5.1.3 Performance Issues

To successfully design the information transfer infrastructure, system architects must ensure that
operational requirements, including those of mission critical systems, are satisfied by the
performance characteristics of the supporting IT systems. Thisis a challenging task, but new
technologies are continually emerging that, if implemented in a standards compliant architecture,
can dramatically improve the robustness of our infrastructure.

Throughput. Data throughput capacity is an important consideration in designing LANs
and WANSs. In the past, networks covering campuses and other small geographic distances
could support significantly larger transfer rates than those that spanned large distances.
Figure 5-3 illustrates the evolution of throughput over the last 20 years and Table 5-1
provides commonly used data rate designations. For example, in 1980 LANs employed 10
Mbps Ethernet while WANs employed 64 Kbps, DS-0 or 1.5 Mbps DS-1 for regiona and
long haul channels. This rate disparity began to diminish as LAN transfer rates increased to
100 Mbps through Fiber Distributed Data Interface (FDDI) and Fast Ethernet while WANSs
employed 45 Mbps, DS-3. Presently, transfer rates for local and long-haul networks have
reached parity with OC-3/0C-12 SONET/ATM equipment and service. Future products are
expected to continue this trend with 2.4 Gbps (OC-48) and 9.6 Gbps (OC-192) systems as
well as Wave Division Multiplexing (WDM) technology (supporting 10's and 100’ s of
independent 9.6 Gbps streams). As WAN transfer rates become comparable to those of the
LANS, design emphasis must be placed on minimizing excessive processing of Protocol
Data Units (PDUs) as they cross WAN-LAN boundaries (routers, firewalls, network filters,
etc.).
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Delay. Delay is another significant performance parameter that drives system design. Delay
(with respect to networks) is composed of three significant components. propagation delay,
processing delay and delay variation (or jitter). Electromagnetic propagation (including
physical cables) has physical limitations that cannot be overcome. Propagation delays are
simply afunction of the geographic distance between points and cannot be reduced beyond
these physical limits. By contrast, processing delays are nearly independent of distance and
can range from insignificant, for electronic switching, to very significant, for the processing
of data packets through CPUs, routers, firewalls, and network filters. Delay variation comes
from many sources such as queues, physically different paths, RF media perturbation, etc.
Delay variation, with respect to time, is athird design parameter.

Latency. The existing internet protocols provide best-effort service. In addition to the low-
latency requirements of real-time systems, a number of applications require deterministic, or
bounded-delay, service. Several next-generation initiatives, such as Asynchronous Transfer
Mode (ATM), Reservation Protocol (RSVP), and next generation transport protocols, offer
the promise of supporting bounded delay applications over a multi-segment internetwork.
The recommended standards in this chapter will position the infrastructure to accommodate
this capability asit matures.

Other performance measures may be used when the system has more rigid design
constraints. For example, when designing for survivability in shipboard environments, the

following apply:

Networ k Availability. The following network equipment performance requirements are
necessary to support mission critical systems. The following operating modes are defined:
normal, failure, and casualty. Normal mode is defined to be all network devices available
and functioning. Failure mode is defined to be the malfunctioning of any two randomly
selected network devices. Casuaty mode is defined to be the non-availability of 25 percent
of populated network port capacity. The network circuit availability of any single-homed
user-to-user circuit shall be 0.999 or greater. The network availability of any redundant dual-
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homed user-to-user circuit shall be 0.9999 or greater. The network system availability for

mission-critical applications shall be 0.9999 or greater.

Information Transfer

Data Rate
Designation

DSO

T1

DS1

DSsiC

DS2

Ethernet

T3

DS3

OC-1

Fast Ethernet
DS4N4

OC-3

0C-9

0C-12

0OC-18
Gigabit Ethernet
0C-24

0OC-36

0C-48

0OC-96

0C-192

Data Rate
(rounded down)

64.0 kbps
1.5 Mbps
1.5 Mbps
3.1 Mbps
6.3 Mbps
10.0 Mbps
44.7 Mbps
44.7 Mbps
51.8 Mbps
100.0 Mbps
139.2 Mbps
155.5 Mbps
466.0 Mbps
622.0 Mbps
933.0 Mbps
1.0 Gbps
1.2 Gbps
1.9 Gbps
2.5 Gbps
4.9 Ghps
9.6 Gbps

Voice Quality
Circuits 64 kbps

1
24
24
48
96
156
672
672
810
1562
2016
2430
7218
9720
14,578
15,625
18,750
29,678
38,875
77,750

150,000

Full Motion Video Circuits

1.544 Mbps (note 1)

1

28
28
33
60
84
101
301
405
604
647
77
1230
1619
3239
6217

Remarks

Data Service - 0

Transmission Carrier -1

Data Service - 1
Data Service - 1C
Data Service - 2

CSMA/CD (Note 2)

Transmission Carrier -3

Data Service - 3
Optical Carrier - 1
CSMA/CD (Note 2)
Data Service — 4N4
Optical Carrier - 3
Optical Carrier - 9
Optical Carrier - 12
Optical Carrier - 18
CSMA/CD (Note 2)
Optical Carrier - 24
Optical Carrier - 36
Optical Carrier - 48
Optical Carrier - 96

Optical Carrier - 192

Table 5-1. Data Rate Designations

Note 1: Maximum value required for 30 frames/sec. Achievable at data rates as low as 384 kbps
through compression.
Note 2: Carrier Sense Media Access/ Collision Detect.
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5.2 Physical and Data Link Layers

The physical and data link layers describe the lowest level of the |SO/OSI 7.
model (Figure 5-4). The physical layer isthe actual channel on which datais APPLICATION
transferred. The data link layer describes the protocol used directly on the PRESENTATION
physical layer medium. While the ISO/OSI describes these |layers as separable, .

in practice they aretightly linked. In fact, there is usually a small number of SESSION
recommended data link layer protocols associated with a particular physica a
layer specification and vice versa. Therefore, these bottom two layers will be TRANSPORT
discussed together. NETDORK

Physical channels include the fiber, copper and radio media upon which the data
signals travel. Standards and. guidance associated with the cable plant are
PHYSICAL

covered in Chapter 4. Radio mediais discussed in Section 5.2.3.

Figure 5-4.
ISO/OSI model
layers 1 and 2.

5.2.1 Local and Metropolitan Area Network Physical and Data
Link Layer Technologies

Best Practices

The preferred network architecture is a mesh topology of optical fiber running SONET on the
physical layer and ATM on higher layers. Drop links to servers should be SONET/ATM linked to
two physically separated switches. Appliances (end user devices) should be linked via fiber
running (in order of preference) ATM, Switched Fast Ethernet, or Switched Ethernet. Category 5
UTP copper cable is permissible for the drop cable to non-mission critical appliances.

LAN configurations for the backbone, servers, mission critical appliances, and non-mission
critical appliances should be consistent throughout the information system domain. Mixing of
different protocols on like architectural components (e.g., al non-critical appliances) is not
permitted except temporarily during the migration to an advanced protocol.
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Recommended | mplementations

Information Transfer

| | Current ITSG Projected ITSG
1999 2000 2001/2002 2003/2004
ARCnet Switched Switched Switched Fast SONET Gigabit
Ethernet Ethernet Ethernet Ethernet
100VG AnyLAN ATM
(802.12) Switched Fast Switched Fast SONET IEEE Std
Ethernet Ethernet UNI 4.0 for ATM | 802.11-1997
Token Ring ATM (FHSS, 2
FDDI SONET PNNI Phase 1 | Mpps, 4-level
FDDI/UTP UNI 3.1 for ATM for ATM GFSK)
SONET ATM Wireless
ANSI X3T12 PNNI Phase 1
ATM UNI 3.1 for ATM for ATM
SNA/APPN P'Z\lfl\cl)lr ZhTa,\je
UNI 3.1 for ATM | UNI 4.0 for ATM | UNI 4.0 for ATM
Novell IPX
WDM
PNNI Phase 1 PNNI Phase 1
NetBEUI for ATM for ATM
OpenAir 2.4
Wireless
ETS 300 653
HIPERLAN
Wireless
Activities, Platforms, Operational All
Environments

Table 5-2. Physical and Data Link Recommended Implementations for LANs

There are alarge number of technologies that fit in the physical and datalink layer that can
potentially be used in naval facilities. In the interest of balancing application flexibility with the
logistics advantages of standardization, ITSG limits the selection to one, or a combination, of the
following four network technologies: Ethernet, Fast Ethernet, FDDI and ATM.

Advantages and disadvantages of these |lower layer networking technologies vary with the
specific application, and are summarized in Figure 5-5.
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Technology

Advantages

Disadvantages

Ethernet (10 Mbps)

Well understood

Inexpensive

Numerous vendors

Strong commercial support

Reliable multi-vendor interoperability

Available in fiber version

Low throughput

High latency

Not scaleable as a backbone
No fault tolerance

No Quality of Service

Fast Ethernet (100 Mbps)

Moderate throughput

Numerous vendors

Strong commercial support

Reliable multi-vendor interoperability

Available in fiber version

Not scaleable as a backbone
No fault tolerance

No Quality of Service

FDDI (100 Mbps)

Moderate throughput

Deterministic latency

Fault tolerance

Reliable multi-vendor interoperability

Relatively easy upgrade from 10 Mbps
Ethernet

Inherently fiber

Expensive

Not scaleable as a backbone without the use
of FDDI switches

Questionable future COTS support

ATM (155/622 Mbps)

High throughput
Non-blocking

Scaleable backbone
Scaleable host performance
Popular in WAN

No need for routers to cross LAN/WAN
boundary

Available in fiber versions
* Fault tolerance
* Voice, Video and Data integration

* Quality of Service

Limited multi-vendor interoperability
Incomplete standards

Limited multicast and broadcast support

Figure 5-5. Summary of Lower Layer Networking Technology

5.2.1.1 Ethernet

Ethernet is the most well understood networking technology in the commercia and tactical world.
Ethernet iswidely available in two different data rates: 10 Mbps and 100 Mbps.

Ten Mbps Ethernet is appropriate in situations that do not require extensive bandwidth and where
cost isadriving issue. (Most network-ready devices and workstations have embedded 10 Mbps

Ethernet.
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Ten Mbps Ethernet is used for low-end workstations, but not for the backbone unlessit is cost-
driven; the implementation has a small number of users and is unlikely to expand.

5.2.1.2 Fast Ethernet

Fast Ethernet (100 Mbps) is the next generation of Ethernet technology and is undergoing wide
deployment. Fast Ethernet is viable for the desktop and will soon be available pre-installed on PC
motherboards. Note, however, that the fiber version (100BaseFX) is recommended for Navy
shipboard use, not the unshielded twisted pair version (100BaseT).

Fast Ethernet may be used for workstation connections, but should not be used for the backbone
unlessit is cost-driven and the impact of its fixed, non-scal eable bandwidth and lack of inherent
fault tolerance are understood, fully evaluated and meet the application requirements.

5.2.1.3 Gigabit Ethernet

Gigabit Ethernet, despite the name, is not based on traditional broadcast Ethernet. It is a point-to-
point protocol that is expensive compared to other technologies, e.g. 10 Mbpsto 100 Mbps
Ethernet or ATM. It is a short-hauled router interconnect technology and not a WAN technol ogy
and has limited end station support. Gigabit Ethernet is an emerging technology, and itsuseis
discouraged.

5.2.1.4 Fiber Distributed Data Interface (FDDI)

Fiber Distributed Data Interface (FDDI) is a 100 Mbps networking technology that uses counter-
rotating token rings to provide moderate throughput with built-in fault-tolerance. Also, it has
bounded deterministic delays, such as how long a station must wait before it can transmit, or how
long it will take for aring to reconfigure after segmentation.

FDDI technology is atechnology for use where the advantages of rapid reconfiguration and
bounded latency outweigh the uncertainty of future industry support. (The cost of FDDI has not
reduced as other networking technologies. With its limited throughput and non-scaleability,
vendors are pursuing other high-speed LAN/WAN technologies.) Where FDDI is used, it should
be the standard fiber version; the copper version (sometimes called CDDI, FDDI/TP or
FDDI/UTP) should not be used.

FDDI may be used for both critical workstation connections and for the backbones of a special
purpose networks (e.g., for combat systems). However, FDDI should not be used as a shipwide
backbone unless the impact of its fixed, non-scal eable bandwidth is understood and meets the
application requirements.

5.2.1.4.1 Standalone Optical Bypass Switches

Optical bypass switches can be used to ensure that an FDDI ring does not segment in case of an
end system losing power. However, it is preferable to design FDDI networks in such away that
standalone optical bypass switches are not needed. Optical bypass switches are subject to both
signal loss and shock failures.
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5.2.1.5 Synchronous Optical Network (SONET)

SONET isthe ANSI broadband networking standard designed to meet the needs of high-
bandwidth applications, increased data traffic, faster speeds, improved performance and a much
greater degree of survivability. SONET uses a closed loop architecture that can recognize a cut or
failure, rerouting traffic before serious performance degradation occurs, or in advance of a service
interruption. The basic data rates avail able through SONET are referred to as “Optical Carrier”
rates (Table 5-1) and are much higher than available on copper cable. In addition to setting new
standard transmission rates, SONET standardizes frame formats and provisioning protocols for
Operations, Administration and Maintenance (OAM).

5.2.1.6 Asynchronous Transfer Mode (ATM)

Asynchronous Transfer Mode (ATM) is a networking technology that has several desirable
properties such as scalability and quality of service. It isintended to support a large number of
users, especially those who require, or will require, multimedia support. It has received wide
support in the commercial sector, but associated standards are still maturing.

ATM isatechnology that is suitable for the desktop, the backbone and the WAN. The preferred
desktop ATM interface is 155 Mbps OC-3c (fiber). The 25Mbps Desktop ATM and the 155-UTP,
both of which use unshielded twisted pair, are aternate choices, should cost be anissue. In
shipboard environments, however, the use of copper is discouraged so 25Mbps and 155-UTP
should be limited.

The 622 Mbps OC-12c¢ interface may be used for inter-switch backbone trunks and high-speed
host connections for devices such as servers. Given the use of Private Network to Network
Interface (PNNI), the option of using a greater number of less-expensive OC-3c inter-switch
trunks as an aternative to a smaller number of OC-12c trunks should be considered as a possible
means of increasing the network’ s reliability and survivability. (This only appliesif the data rates
of individual ATM virtua circuits are significantly less than OC-3c.)

ATM isapreferred backbone technology for new construction and major upgradesto all
networks. Due to the current state of ATM interoperability, care should be taken when using
ATM to assure that the same version of PNNI is used for all switches, and the same version of
User to Network Interface (UNI) is used for all switches and workstations.

ATM ismaking great stridesin WAN applications. In addition, many service providers are
offering usage-based billing as an aternative to dedicated service. With this billing option, one
could have on-demand access to high-speed transfer rates when the mission demanded. For
example, one could contract for 155 Mbps peak service yet pay for 50 Mbps average throughput.
When a need arose for higher throughput, one could start using more bandwidth through
reconfiguration. (This would be much faster than requesting an upgraded circuit.)

5.2.1.7 Redundancy Techniques and Reconfiguration Time

All networks require some level of redundancy, particularly in the shipboard environment.
Redundancy can be implemented under three broad techniques:

(a) parallel transmission over multiple paths

(b) single active path with one or more fail-over paths
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(o) load sharing over multiple paths

For shore-based environments, option (c) load sharing, offers a cost-effective way to balance the
need to provide redundancy against the need to provide bandwidth. Less critical applications
could use the extra bandwidth until it was needed by the critical applications.

Redundancy techniques used for shipboard LANSs should be limited to those techniques that are
widely supported by industry. Specia techniques, such as (a) parallel transmission, may be used
in subsystems where the need for a particular form of redundancy, or rapid reconfiguration, can
overcome the disadvantages of proprietary solutions. However, proprietary redundancy
techniques should never be used in the ship-wide backbone.

Reconfiguration time, depending on the application, can be a critical design constraint. For
example, afire-control system would have a much tighter constraint than an administrative e-mail
system. The use of proprietary systems to satisfy reconfiguration time criteria should be
minimized.

Option (a), parald transmission, offers the possibility of the most rapid reconfiguration because
each receiving device can arbitrarily select one of multiple simultaneous channels, independent of
other receiving devices.

Option (b), single active path, results in switchover or reconfiguration times that can range from
10s of milliseconds (in asmall FDDI ring using Station Management (SMT) for reconfiguration)
to 10s of seconds (for alarge network using |EEE 802.1d Spanning Tree for reconfiguration).

L oadsharing with multiple paths typically achieves switchover in 5 to 15 secondsin asmall to
medium size ATM network using PNNI.

For a ship-wide ATM backbone, it isimportant to recognize that the current 5-15 second
switchover time, combined with load-sharing over multiple paths, occurs only if the ATM
switches are running full Phase 1 (or later) PNNI. Phase O PNNI (also known as Interim
Interswitch Signaling Protocol or 11SP) does not provide inherent redundant path reconfiguration.
Multiple paths with 11SP must be resolved using spanning tree protocol, with its associated 30 -
90 second reconfiguration time.

ATM switches should use Phase 1 (or later) PNNI. The redundancy architecture should exploit
PNNI reconfiguration in lieu of spanning tree reconfiguration. For critical subnets where the
PNNI reconfiguration times are excessive, FDDI with SMT reconfiguration is preferred, and
parallel transmission over multiple pathsis aless desirable option.

Note that, for Ethernet or Fast Ethernet networks, the only widely supported, non-proprietary
redundancy mechanism is Spanning Tree.

Caution: Any time a dual-homed device is connected to a network running Spanning Tree, the
network will reconfigure to resolve the loop created by the dual-homed attachment. For this
reason, it is unwise to use dual-homed laptops or other dual-homed workstations that are moved
frequently.

For either single active path or load sharing over multiple paths:

Version 99-1, 5 April 1999 114



Information Technology Standards Guidance Information Transfer

All backbone switches should be interconnected via multiple trunklines to different
switches to avoid any single point of failure;

All edge devices should be dual-homed to two different backbone switches;

All servers should be dual-homed to two different network connection points.

5.2.1.8 Network Interface Cards (NICs)

When choosing a lower layer network technology to bring the network to a desktop system, the
applications on the desktop system may drive the technology selected. Real-time applications,
such as voice and video, require different capabilities of the underlying media than word
processors and database applications. For example, 10 Mbps Ethernet may meet the requirements
for exchanging e-mail and word processing documents between desktop systems, whereas 155
Mbps ATM may be more suitable for desktop systems supporting a full motion, high definition,
video application. Care should be taken, however, in buying “too low.” Astraditional low rate
applications require more band width, and new applications (as web browsing) emerge, one
should plan for future growth by acquiring the fastest host interface that one can afford.

5.2.1.8.1 Ethernet NICs

When procuring a system with Ethernet, a NIC that supports auto-sensing 10/100 Mbpsis
recommended. Also, afiber optic NIC can be used to support a future upgrade to FDDI or ATM
without the need for re-cabling. However, see Chapter 4, Section 4.3.2.2 regarding the permissive
use of Category 5 cable under specia circumstances.

5.2.1.8.2 FDDI NICs

A station can be either dual-attached station (DAS) or asingly attached station (SAS) to an FDDI
ring. A DAS, while more expensive than a SAS, can be configured for higher survivability.

5.2.1.8.3 ATM NICs

There are two key issues to consider when ATM NICs are used in end systems — the User-
Network Interface (UNI) and ATM adaptation protocol support.

5.2.1.8.4 UNI (User-to-Network Interface)

When using ATM NICs, the version of UNI that is supported is critical. The UNI specifies how
ATM end systems communicate with other ATM end systems and ATM switches. Thereis
currently one acceptable version of the UNI: version 3.1. The newer version (4.0) has been
completed, and supporting COTS products will soon be available.

It isrequired that all end systemsusing ATM as the underlying media support UNI version 3.1 or
higher.

5.2.1.8.5 ATM Adaptation Protocols
When using ATM NICs, the support for specific ATM adaptation protocols must be determined.
Currently, there are four options availablein COTS ATM NICs:

Proprietary Adaptations of IP
Classical IP Over ATM (RFC 1577),
LAN Emulation (LANE)
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Multiple Protocol Over ATM (MPOA)

Native ATM.
Note that while LANE and some proprietary adaptations of |P over ATM support broadcast and
multicast, RFC 1577 does not.

Proprietary adaptations of |P, Classical IP and LANE are viewed as near-term solutions that will
be replaced by Multi-protocol Over ATM (MPOA). (Most ATM vendors have announced their
intention to support MPOA and a number have already started to make Beta versions available to
selected customers. Since thisis afast-moving area, users should contact vendors directly
regarding delivery schedules.) The idea behind these solutionsis to emulate the properties of
broadcast media (such as Ethernet and FDDI) on ATM, which is a non-broadcast medium. These
solutions do not currently take advantage of the quality-of-service features that are inherent to
ATM. There are problems with broadcast and multicast traffic. Each protocol employs a server to
emulate broadcast and multicast capabilities. This emulation creates throughput, survivability,
and scaleability limitations in the approach. The server is a potential bottleneck for multiple
broadcast and multicast traffic streams, and is aso a single point of failure.

While use of native ATM corrects some of these problems; it introduces othersin

interoperability. Most ATM NIC software drivers include an Application Programmers Interface
(API) that enables applications to access ATM directly, bypassing the transport and network layer
protocols. This enables these applications to use certain quality-of-service functions of ATM.
Currently, each vendor of ATM NIC cards has a unique, non-interoperable API, and the use of
native ATM may preclude the use of COTS software until such time that APIs are standardized.
(Asof thiswriting, Microsoft has announced plans for a standardize WINSOCK driver that
supports ATM directly. Also, anumber of ATM vendors have announced their intention to
support X/Open’s XTI API for UNIX systems.)

Best Practices

ATM NIC cards, which support both RFC 1577 and LANE should be used to promote
interoperability now. Since MPOA implementations are beginning to emerge